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(54) METHOD AND SYSTEM FOR MANAGING SAFETY OF INFORMATION DISTRIBUTION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and a 
system for managing safety of information distribution 
with which contents can be safely delivered and utilized 
in the information distribution in electronic commercial 
transaction. 

SOLUTION: A center 1 having an enciphered distribution 
sales function, advertisement and propaganda function 
and payment collection settlement function and a user 
terminal 5' Having a control program 4' for controlling an 
enciphered distribution purchase function, transfer 
function and drawing-out/ payment enciphering function 
are mutually connected by an information communication 
network N, and an external device 6 having a deciphering 
program 2' for deciphering enciphered sales contents Ke 
[M], which is transferred from the user terminal 5', with a 
previously or simultaneously transferred content 
cryptographic key Kup [Ke] enciphered in advance by 
operating while being interlocked with the control 
program 4', electronic wallet 3' for updating, enciphering 

and storing the payment subtracted remainder, and function for enciphering and storing various 
kinds of information is separately connected to the user terminal 5'. 
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(2) 

1 

[#M»#<Dt8H] 

[13**1] JR* = >"r>yS:*1-5-fev^A»e>»«a 

tiMB**Jffi# S8*#«-C7 * -fe x ggg L TmrE-fe v * fc 
*AS*U SK*Jffl#«**afcEaiStifci»-8-fkJR 
36 =1 >r v 7 ©«■*§■{ fcttsx tttt?- -mom 

[ft** 2] SH^HSixfclSftSefflriv^^yfBS 

It, 

1»«WKE«SraAMi-6fc«)»c % JKJ6 a >^ 

r t zw&ti-zn ** i \cmm<o^mmm$±^m^ 
r t «rm» 5f» ** i xtt 2 

[ft** 4] *v*Xtf#J/B#jjHctt:, 

rt^atts m** 3 tcett4>flm%B££tf a* 

1, 2. 3X(4 4 (cGttottM 

*aSc±*3*fe 

[ff**6] *8Zt0^n^7A*8|«:, 
:i*W»tt5«*SU 2, 3 S 4XI4 5tcE«0 

wwaas^tra^s. 

[It** 7] 

So 

[!t**8] KK^f^yji. 
XSt#&, HfetftffL SWttt. r*ie><oa£-tH*«-c 

CiSr4#8ki:f 2. 3, 4, 5, 6XI47 

fcE«oflr«*a£±*ffiJ5f&, 

[ft** 9] «*HtteJltt, 



1-15 4 18 4 

2 

rt*»«i:i-5«*Bll % 2, 3, 4, 5, 6, 7X 

n s icEgottra 

[It** 1 0 ] ^«*Q.31tt, 

Cta:#«ti-5BI*ai, 2, 3. 4, 5. 6, 7. 
8X14 9 KEfc^ftttffiasSc^tfffi^fe 

[1(1**1 1] 

r t Sit** l 0 (::Ett«>ffittfta££ffJS 

[01*91 2] ^rvy, «-»<iAu%«fli 

0£tff&f4, 

**«»W«*fcE««»£*iS, 

rtSr#*ff 5»*«1 OXttl l*cE«k<Offif#*a 

[ft**l 3] -feV^tt, 

HKtfc. HUKtfc. i/3-K*t y-Ay^h 

r^S:«»ti-S«**l. 2, 3, 4. 5. 6, 7, 
8, 9, 10. l 1X141 2 (cE«£<Dff «flEa££V3 

[ft**l 4] ftWiftffia. 

^^*yK 4^b7*yb (jk«»&wi-5) , 

LAN. VAN, ISDN, VPN«E*r£tr, 
:i«r»«it5l»*«l, 2, 3, 4. 5, 6. 7. 
8, 9, 10. 11, 1 2X141 3 lcE«OtiMft«a£ 

(STl) <b, 

*:SB4lJt5^fyr2 (ST2) <h, 

m^f5//3 (ST3) 

3'««S:BBJE-r5^7 i y^4 (ST4) <h . 
^N^±mjEirV^^A^*1-^^x 5/7^5 (ST 
5) <b, 

^«^fy/6 (ST6) 
-7 7^7 (ST7) 

a §£9£^{b&^ a >x y y t Afflmx^it Lfc a mm 

*«Sr?«ffl#«*(ci||«-t-57:ry^8 (S T 8 ) i:, 
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(3) 

3 

tzmm%&Mnftn&m\z®\i'X7 u iy-79 (st9) 

EWF *HT-»«kJR3lg nyr/; *r«*Hb*Q« U^y 
Tl/yZymi-h^ry^XQ (ST10) 

1 (STl 1) 

ft* £ S« U feSWE* V * li«4f-fbft W^SI" 57fy 
/12 (ST 12) 10 

v-r>y «rJEH4>B*ai- 6 £ <b fc u 

m^mvm^t l/ce^ ir nig 9 tc 

^rvy£»El*^bl*^fc£e«U Stffi^r^iaiU 20 

Kb. 

!EWHMbE1ii-5*»*«t. SrilxS, 
r t «r 4«K t -f 6 nraHM3*±Ms/* x a 0 jo 
7] 

«»fttAEit«esrKM-r5ftiffin&, 

ttEft^bavryyflt^SriSiSftSttdtT^I- 

«TEi**{bK3E3^^yfcStt3Vx^!Xl*-g«-C3 

^ x ^ -« SrE««»1" 5 ^ * * -Etggfl fc , 

mfE^vrvy. ME^xv^f^m&tfitu 40 
E8f««fl>±«« £ m E^ * * -®r*0f ^-{bX (im^lb 

*-Wb*ftfcME^*-f»«frE«r5^*-fll«Ett 

at, 

tt^fbS^fcWEa^-r^yWWSrEtti-Sa^^y 

sf *{b s*ifcffie=yf>yit*« srEft-r 5 b§^he 

#*{bStifcl»E««itS:E*-f5»aS«E1Sat, A* 

<bt?$/££n£. so 



ftffi^l 1-15 4 18 4 

4 

rtSr»«ti"5I»**l 6 JcEic^WftaiiS^ffa 

8] si»«i:3yfyya*«^^^-» 
Etttt * * *#«K*»fl, 

^Q&BKi AX $ Jxfc«MBft33£Brt fciR tf> h fix v * 

[Sft*«l 9] ^*-«F«E1t»li. 

S:Ett«»-r «r« x. 5 , 
rt«r*»ti-6»**l 7Xttl 8 lcE**>»*tta 

^BB*W***Ol**{bS««i*E«1-5«SSB«:fllx. 

5, 

rtSr#»ti-5il**l 7. 1 8X1*1 9tcE«i>« 
[»*S2 U ^v^vyitSEItfttt, 

rii*©a^fr»*fk«f«lS:E*1-S««Sr«l*. 

5, 

r£fr#»£1-5»*Sl 7, 18, 1 9X1*2 OKE 

[tt*«2 2] RfJHIEttfttt* 
*^b3^7 t >y«rfl««:E«'*-5*IBS:«x.5, 
rttrlMSt-f^W**! 7, 18, 19. 2 0Xf*2 

i icEX^fflrwjta^^tfsv^T 1 a. 
[e»*92 3] nmafttttt* 

-f^j'K ^fvhy^7h 0R*««r*+6) , 
LAN, VAN, I SDN, VPN^fSr^tN 
rtSr#«ti"5B»**l 6, 17. 18, 19, 2 
0, 2 1X1*2 2fcE*Ott«U*a££l E 3V*xA 0 
[«*«2 4] -fe^^tt, 

SBfetfc, tlilStt, ttSJB, 

rtSr»ttt-t-5ll*«l 6, 17, 18, 19, 2 
0, 2 1, 2 2X112 3l£E«<0*«««3c£WiS'* 

[00 0 1] 
[0 0 0 2] 
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5 

[0003] sKflMata^^AAotea^iHiFife 

T<D=VryyM««fcS»LT«# (ST A) , Z<0 
*ftBt-HHKeS:tfi6Ur (STB) , nyrrM 
**»Ke-CBf*fl;L (STC) . B»*{fcJR3E=i > 
^Ke [M] 4r*iJffl#**5«(c»La:S!J£S^ni-5 
(STD) 0 

[000 4]fcV^ *Jffl#«* 5 «T?tt, 
ffLTrtF^ftKJBaVxV^Ke [M] £B9KL (ST 
E) , «^D^7A4t«iUt, »HO±, J*A£ 

ik&izy? licmfg-rtia (sm , -t^^ittsa 

4r«BLT**liKefril|«i-5 (STG) . 3ISt». 

5 ^rtr*ilK e ££tt 5 £ I^/o ^7^2 

[M] *ltf*fcKe-C«**!yffiU ayfy^MtftS 
(STH) . 

L (ST I) , -feV^lTii, a^Srglft*H[«iaL 

(st j) , -k^f 1 kmm&&ksm<ottmm\ : k 

[0 0 0 6] 

[0 0 0 7] mm%&3z5ftv=*>T>yMftn& 

&m3ft5i«^KeMS*ft3 title, ?iJffl#*£ 
[0008] me&^r, ^aw^fcftr^iKfc 

[0009] *«^*2<7>BW(±. « J ?-BiBi5l(cjfea: 



(4) ftffiW- 11-15 4 18 4 

6 

[0 0 10] *%9i<D^3 0Btf)l2. flRSBavrVSMif 

[0 0 11] **flo»4©@«ti, *fJffl#«d<D3c^Sr 
JO li«*La*Lfc*»«aT*ff5«««iiSc^«ffi*fe 
[0 0 12] **WO*<0tttf>BWMt, as. 

[0 0 13] 

££«l»^fcEttr #«»«<Dtf«-ft;E 
«r*-fS*tt3SllS:«iE?iJffl#*5lc(c:»«ltt 

[0 0 14] ^LT. *Jffl#(c««*r/EH^Bi-*-<5(R, 

[0 0 15] £P>«C. ft#W3*ttlC»^fttf, *«w 
40 rile J: 9, BftEBtt**rici-5. 

[0016] w*>. *«w*feojg 1 <Dwm*. 

ST-r^-fe^BBJlLTWE-fe^^lcBtAR^^U ^R*U 
«E*flffl#«*i8J*U ftStc^o^ 



-4- 



7 

[ooi7] 2 ttm*mwjj 

looi8] 3 <w$m*, Hwa**9i# 

[0 0 19] *«W*SO«4©tt»tt, iittE*«W# 

[0 0 2 0J **W*feO»5^#«tt, *WB*369i* 

* fitz ^>T> yvmmx-Vtmrik L X 4 -5 iftRft 
[00 2 1] 6 BuiS*^^ 

[0 0 2 2] **W*ife<7)»7<?5«F»(L H(fSB*«W* 

[00 2 3] *»W*S<a* 8 JtMB*3BW*- 
[00 24] 9 hWB**W* 

ifeo»i, jR2, »3, »4, »5. *e. mixam 

[00 2 5] *mWJj&<Dm 1 0 ffiE*«9] 
*fe<D»l. *2, *3, »4* 15, »6, 17, £ 

[00 2 6] **W*jSfeO* 1 1 HffiB*^^ 

[0 0 2 7] *«w;fr&<z>g 1 2 ifflE*89i 1 



(5) 11-15 4 18 4 

Ett«i« ^tit 4 5 ft ««a«±ff a^feo* ASffl k 

[002 8] **W*«feOjR 1 3 WE**W 
»2, *3, »4. *5, *6 % »7, » 

8, JfS9, Ml 0, *1 2©#««c*5(t5-fe 

70 Ktttt* Jttttt. fflKtt, ttSA, ^-K#tt, 

[0029] i 4 <d*«i* % mE*«n 

Wl, *3. »4, #5, »6, *7. g 

8, Hi 0, Ml I. mi 2Xtt»l 3 0»»c 

*5tts««afM«s. ^f^-^^h, >rvh7*yh 

(^5cB$r^"i-5) , LAN. VAN, I SDN. VP 
N*fr*^T*5»**a5fe±»a*«fe<0*ri»fflfc*, 

[00 3 0] *3SW^"ife^>JB 1 5 (D#»W\ -fe >^{^ir* 
iif^^>ryy$:mLTI<^ry7'l (ST 
1) ^«n>ry^|:|o^^ffl^y7 
>^«*S:»Bfett6^fjx/2 (ST 2) £K 

5^X2/^3 (ST3) *IJffl#S*-Cr^-fe^*ff 

4 (ST 4) ttWoittE-fev^^KAl!*"*-^^ 
x^^5 (ST 5) ^, IKAR*SrSltfcSR-fe>^tt 
50 SL*^^TPt^«i^^i--5^^^^6 (ST6) 

*Ty?7 (ST 7) t % SK«F*ftlR*=i ^T^V t 

(ST8) ^W^Mnyfy^i 

^7^9 (ST 9) h ^^^3l(C^VNr, g 

io (st io) WE^asAasr-ftffsnfcm^w 

ftMt5^xy/ii (STli) ft^SrSftU 

fc«rE-fe>^tt«^b**«!fa'r5 ^^3/^1 2 (st 
12) t. £m&mA;xmftmmLxtez\mffim$:± 

[00 3 1] *«W^fAW8lO»»fi, IS^^V 

-tzttucMA^mcttL, ^mmx'vm-itLtz^> 
x >^^«i<t ^i^n %-mxm Ltcmm 
^>7-yy tr Lig 19 tcsm Ltzix^m^im 
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# fc«flEBt*^BE3B ^f/;i *FE»#ft;**HI £ £ 

[0 0 3 2] *«^v'^7 i A(0*2©»»li, WE*« 
*S«P»i:, ft»fttfE*«MB*iBE»-t-5 

WErtf^k^vrvyrtF^iisriafiy^a* 

^ v y * , . ^ * * - 

«Rt/mE»fSII<??±«*S:«rE^^ ^ -»T?Bt«-{bX 

(ia#{k-T5i**/a»«t, «p*fb*ixfc«rE^*-- 

til«£Efc+S^*HtMMB1iSi:. «r-»fk*nfcWE 
^Vx^yfflFWSrEttl-Sa^vyWfSEttSPi:, I* 
^bSnfcWE^Vx^yiS^SrEli-t-SrtP^IIEIt 
Sffi:* *#ft*nfci»E«««iSrE»i-68«««E«» 

[0 0 3 3] *«W^rA©»3<OW«l4, 1»E*» 
#« * x * -§IE*» k «F*/a*» t 

[0 0 34]^>'7f^4^m mJE*3£ 

m^^^m 2 xttjs 3 *>#wc#tt5^*— »#e 
o*#na«it«tEit«»i-s«esr«^-c45fl»« 

[0 0 3 5] ^fSW^xAOjRSOftlfttt, bSE*« 

E«a*s, ^BMt«F^**co**|bS*«iS:E*r5« 
ffiSra^TiSflMBStaS^M^x^AoWrtJIfflic 

[0 0 3 6] *«WS/xxA<DJB 6 h6E*« 
0^>*xAtf)Jg2, Jg3, *4Xli*5 0»»:*3tt5 

»*S:E*i-5«SBS:*^T45«*aEaS^ffai/^ 



(6) #Hf§¥ 11-15 4 18 4 

[0 0 3 7] ^iSWv/^xAOjB?©^*^ «rE*« 
i^f^|2, f&3, 15 4. *5Xtt*6<Z>»afC 
*5(t5«FWBE«»AS, P»*{b3Vx>yit-Mt*rE* 
1-5«fB*«xT4S«*«aS±»S^rAO*rt 

[0 0 3 8] *^^fAOl8^ifj:, flftE** 

^fAolu *2. Jg3, *4, IBs. M6xi± 

70 >h7*vh «E3K»S:«"1-6) , LAN, VAN, I 
SDN, VPNWSr^-eftSltSSta^tJl^^T- 

[0039] ^mi/^^msnwrn*. mm*% 
mi/xT&omi. »2. K3, s&s, *6, » 

^ 3 >>fy^-/K b«& fmtg, $tf£f±, tbfig 

20 m^m$±^m * x a <D«d£«ffl t d & 5 „ 

[0 0 4 0] 

30 4>b7*yb 

5) , LAN. VAN, ISDN, VPNl££^tH#& 
att*H^*!x M7-^>*rA*raLt\ 

40 [004 1] (^fA» ^SS^lS^V^xAWS: 
Hl7!»MH2«cov^-CRW-t-5o H 1 li^v'^xA^J^ 

[0 04 2] #^fABIi, "feV^ 1 (h^^D^y 

2' ^^m^W^3' *r«*-r5*«iS«6 < t^e)4 
«9, -tv^l tSJffl^^S' BB(i*«aff*N-Cfttt 
^tL5o 4*5. B4wa3fev'^rA«Ai:l^-«filc^o 

50 [0 0 4 3] iiBty^ Hi, e^fr;M^ p pl 
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(7) 

11 

[Ke] irHf^fkJESBa^^^Ke [M] Sr^tift 
£{f ur*5g 9 K£(f LfcBf^fttt&£«^ftftgfcijl 

[0 0 4 4] WE*Jffl#«*5' W\ ^yn^yiv 
4' KIiJoTJfcSSfifflaVrvyM' SrT^-trxMg 

K^fyyKe [M] ^Pt^^VxV^fff^iK 
up [Ke] <t£gmu #*B5lfflL£fc£i**ftaHi 7a 

[0 0 4 5] ttE*WB6H6rt\ M^d/7A4' K 

r^Ke [M] «rjfe(cx«cl3i*tc:e5S*tt*iMfJca* 
ft Lfc«F«*K e * £ t>«ClE«««f * 

*t5«^*-OftA3IL3l*«!iS5Sr3E«fl»#ftE*-r 

[0 04 6] ^Jxft, Stt*rt536«6tt, @2i:^tJ: 

3, Sfftt^c^yr^yKe [M] ir^^-ftn^x^ 20 
^*»Kup [Ke] *S«-r5**Affl*W»«7 

^WlKup [Ke] Sra#+5«F*»a[*«9 
^IKnyry^Ke [M] 

iK e fl-^t 6 ^ yf i o ~r**-m 

3 ^T>3'M, ^X^Itf^Ke&U^SiKu s 

0 £flM» £ t * * HH K mT*Pt^ftX(l«^-fti- 5 

2<h, ^^ffS-§-ft^^fc-7^"iS^^Efi1- 50 
5-r*H*«E1*ttl 3t, 3Ktf^fc3*xfc='i'7 t >' 
y»«Km [M] SrEHI-Sa^x^^flWIEtttai 4 
<bs SK*#ft*ixfc3Vrvymr»J|Km [Ke] £r 
Ett*-5ltfWfcEtettl 5fc, Sttl*#ft*tifc8«lt 
Km [Ku s] fcEtt+58*«E«ttl 6 fCrt«« 

1 0 t *HHE«« 1 1 * 1 2 ttftft 
^M^gl 7l£*pr«£±fcrtj«£ix5. 

[0 0 4 7] Stt*^xx^«(c3gffl1-5* 

[0 0 4 8] ( i ) mm&fr 

8*n 7rt<D"r**HftEts»i nzmmm#<D-^x 

[0 0 4 9] Wffl*** 5 ' 0«««K u s {*, 50 



»DB¥1 1-154 184 

72 

^»8i6©ie*/atsi 2(c*sv^. ^**hhe 

tt«l ll-EttLTfc5^**Hl^mT*l*^ftU S 
K»*ft£ixfc8««iKm [Ku s] «:8ft«|i«^-»i 

^*Hff*Ett»l 3iCfff^-/m^-Sl 2t-7^^-i 
Km«CJ:Ol**ftLT^*-i*«E*ai 3£»*frf- 
5 0 

[0 0 5 0] (2) -fe^^lO-ftfea^JK 
*1\ ra^^yf^yM^LTK (ST 

i) o &^x\ ^>T>yMfrbm$%^mnx*W;mx* 

dE-rS (ST 2) . fc*5 % «*»«#36SiS*tteffl=i^ 
fc. «^tf, i®tt4P>«r^>rXS:/hS< Lfcfco, 

is ^n^it^t;^ ^ yry^M' ^mm^m-* (s 

T3) . 

[oo5i] ( 3 ) mmmo-itk&m^m 

Tf*-^-^*Srttf|ILTBR-rs (ST 4) 0 ft^ 
T\ JdAI-sa^ttlKAfl^Sr-fev^ IKS**-* (S 
T 5) e 

[0 0 5 2] (4) irv^ lO'Wlflli 
«ffl#A»e><0|«A**«:S«i-5i:, £1\ ^f>7 
#«lKe «rafttSriV^7V^tfiSt5 (ST 
6) „ Jfcl^-Cv ^vfy^M^nyryy^Ket* 
&£-§-ftKe [M] (ST 7) . 

y«F*HK e &mm%<D<&mmK u P r^ft a > 

fyy^iKu p [Ke] W^kR^ayf^yK 

e [M] *Wffl#*CiS«-t-5 (ST 8) . 
[00 5 3] ( 5 ) *Jffi#0 - ftfe^KR 
(¥«B«1) «ffl'#S*5' ^Bt-B-ftaVxV^Bf^li 

Kup [Ke] «f«3yry;Ke [M] 

^»Kup [Ke] £*»3S«6fcteSU ft^-c- 
«*A£H*W»» 7 (i, ^yry^»Kup [K 
e] *r(EALIM»»8lc5l#at't- 0 
[0 0 5 4] »J!BW 8 liKR*teS#)B^» 

^T^LT^tt»L^it5S^n^yA2 / tcflij 
9. 8^®E®giSl 6^»i(ft**LTV^5l*^ft8e«lK 
m [Ku s] £(^§-/m*§-aS 1 2T^U 
»9(C*5V^T8«i*Ku s T^^-ft^Vx^yPt^-HK 
up [Ke] Sra*i"5 0 »j«lA8(L **/«tSl 
2 (c*5t^T^^ ^"«Km-Clltf»K e ^Sf^-ftKm 
[Ke] U l*#«E«ftl 5tC^-T6 0 
[0 0 5 5] ft*. W/d^7A4' tt**ft«3E3 
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>x>^Ke [M] *fl.ttS«6IC|E»U S&fc, « 
*AffiASJ»» 7 li, KF-WtJRJBa^xyyKe [M] 

^l£t£SU 5(C^5^{b^>x>7Pt^Krn [K 
e] 1 2tC4o^T^^^-g|KmT^-^ 

aWUfctt^BKe-CrtF^fcJRJtaVrvyKe [M] 
«r«*L (ST 10) , WLfc^yry^W/ 

[0 0 5 6] (^W«2) «ffl#**5' dS*#ffc=iV 
fy^fUKup [ke] tftWbJRgfia^vyK 
e [M] £&fi1~5 (ST 9) fc, fW»7 F D^7^4 / 
fit* W^AW^J^7^LTWSlS8lCfft^-{t: 
^yf^HKup [Ke] tS|f«^=«yfy 
^Ke [M] fr^tfiSl, ^t***/j(«pi 

•^-{b^VxV^fff^-liKm (Kup [Ke] } bP^A* 
V&-*{tmm=*>7->yKm {Ke [M] } fcfc 

^^^Kra (Ke [M] } 1 2 {C*S 

^^Ke [M] S:«»*AHl**J»«7lC«ALr- 

O^JBtt#|R«l© [0 0 5 5] Ui&O&SSrfT?,, 
[0 0 5 8] (6) «R**ftyffi 

«P*/a*»l 2(C^T^**HgKmTit-5§-L*: 

Asto&mfc i 

«C^§B«Kc pTiJf^ftL/'ctt£££ff L (ST1 

1 2 LT^*-««K«S 1 3 Id 

fi> 83BttKc S-C&-S-U ^yfy^M^lfM^I 
(-«h>5**«iS (ST12) SrHtTLTa^fflRSI* 

7t;T"t~<5 0 

[0 0 6 0] 
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70 [0 0 6 1 ] Lj6»t, ■^jSJRSISrfTpfc*, 

»3>^>yS:E«g|§:aii-«^iS»3lo^:31{b, »* 
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IB 3] ^^O^Jfeo^^-r^^J^lltT^-t- 

[B4] «^f^^yo ^^Mitfc6o 
IB 5] ^^ttWSrSlfTtoai-S^WftftO^— jr> 

2, 2' -8f/n^7A 

3, 3' 

4, 4' -ftJ^/n^A 

5, 5' 
6 

7-«*Affl*»J»« 
8 

i o-3yfyya*S 

i i--r^^-«tE«a 

1 2- 

1 3-^*HMMElgffl 
1 4-3yx>y»«|E«tt 
1 5-fl»*«tE«t« 
1 6-fBffi«tlBfi» 
Kcs, Ku s — gM£$l 
Kcp, Ku p •■ -gHMtt 
50 Ke-ayf^lfftll 
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Ke [M] -^Knyfyy 
Km- ^**-jS$ 
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